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2YNONTIKH NEPITPA®H
MPOrPAMMATOZ

To Kevtpo Empopypwong kat Awa Bilou MabBnong tou Mavemiotnuiou
Makedoviag, Stopyavwvel Mpdypappa Empopewong pe titho «Cisco Certified
Network Associate v7 & CyberOps Associate», Stapkelag 312 wpwv To otoio Ba

TipayuatotonBel pe tn peBodo TG acVyxpovng €€ AMOCTACEWG EKTIALSEUON

Atapkela: 312 wpeg/8 pnveg -
(28 wpeg emavaAnmTika pabrpata cvyxpovng tnAekmaidsuong)

Kdotog: 350 Eupw

YAottoinon: Acuyxpovn €§ anmootacswg ekmaideuon

Miotomolntiko: Xopnyeital amnd to K.E.ALBLM. tou MNavermiotnuiov Makedoviag-
ETiituxng mepdtwon Twv TumoTolnpeVwY aglohoyrnoewv tng Cisco CCNA 200-
301 kat CBROPS 200-201

Emiotnuovika Ymevbuvog  KaBnyntig Iwdavvng Maupiéng - Tunua
Epappoopevng NMAnpo@opikng, Navemotripto Makedoviag

2ENMOIOYZ ANNEYOYNETAI

To mpoypappa ameuBuvetal og amo@oltoug deutepoaduiag n tpltoBabuiag

ekmtaideuong, emayyeApatiec.

Navemotiuio
Makedoviag

A Ll
F 1 NANENIETHMIO
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2KOMNOz-MPOZAOKQMENA
ANMOTEAEZMATA

ZKOTIOG TOU EKTIALSEUTLKOU TIpoypappatog etvat:

H mpoetolpacia Twy EKTTALSEVOPEVWY YLA TNV CUPHPETOXN O0TNV
emionun €§€taon tng Cisco:

e 200-301 Implementing and Administering Cisco Solutions (CCNA)
e 200-201 Cisco Certified CyberOps Associate (CBROPS)

EAAXIZTANMPOZONTA
YIIOWYH®DIQN

Intermediate-level (B2) yvwon AyyAlkwyv, Baolkég SefLotnteg
UTTOAOYLOTWYV, TIpOcBacn oto SLadiktuo.

MAOHZIAKA ATTIOTEAEZMATA
KAI ENATTEAMATIKA
ATNOTEAEZMATA

H mpoetolpacia Ttwv €KMALOEUOPEVWY Yyl TNV OCUMPMPETOXH OTNV
emionun €€€taon tng Cisco:

e 200-301 Implementing and Administering Cisco Solutions (CCNA)

e 200-201 Cisco Certified CyberOps Associate (CBROPS)
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AOMH TOY EKMNAIAEYTIKOY
MPOIrPAMMATOZ

1. «INTRODUCTION TO NETWORKS»// 80 QPEZ

H mpwtn &6L8aKTLK) €vOTnta ToUu TpPoypaupatog omoudwv CCNA
ELOAYEL TLC APXLTEKTOVLKEG, TA MPOVTIEAQ, TA TMPWTOKOAAQ KaiL Ta
otolxela &Lktuwong Tou GCuvdeoULV SLAPOPETLKEG OVTIOTNTEC
(Xpr)OTEG, OUOKEUEG, EQPYAPUOYEG) MEOW TOU ALadLlKTUOU KAl TWV
oUyXpovwV O&LKTUWV UToAoyLoTwyv. ELocayayel emiong BepeAlwdelg
yVwoeLg yLa IP addressing kat Ethernet.

Me TNV OAOKANPwWON TNG e€voOTntag oL ekmaitdsuopevol Ba eival oe
Beon va:

a)Configure switches and end devices to provide access to local and
remote network resources.

b)Explain how physical and data link layer protocols support the
operation of Ethernet in a switched network.

c)Configure routers to enable end-to-end connectivity between remote
devices.

d)Create IPv4 and IPv6 addressing schemes and verify network
connectivity between devices.

e)Explain how the upper layers of the OSI model support network
applications.

f)Configure a small network with security best practices.
g)Troubleshoot connectivity in a small network.

2. «<SWITCHING, ROUTING, AND WIRELESS ESSENTIALS»// 80 QPEZ.

H &eUtepn &18akKTLK €votnTta TOU TpPOypAupaATog omoudwv CCNA
gotLalel otLg switching texvoAoyleg kat tig AeLtoupyleg router mou
uTtooTnpidouv SLKTUA PLKPWV £WG HECALWYVY ETILXELPNOEWV.
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AOMH TOY EKMNAIAEYTIKOY
MPOIrPAMMATOZ

Me tnv oAOKAAPWON TNG EVOTNTAG OL EKTTaLsevopevol Ba elval og Bgon va:

a) Configure VLANs and Inter-VLAN routing applying security best practices.
b) Troubleshoot inter-VLAN routing on Layer 3 devices.

c) Configure redundancy on a switched network using STP and EtherChannel.
d) Troubleshoot EtherChannel on switched networks.

e) Explain how to support available and reliable networks using dynamic
addressing and first-hop redundancy protocols.

f)Configure dynamic address allocation in IPv6 networks.

g) Configure WLANs using a WLC and L2 security best practices.

h) Configure switch security to mitigate LAN attacks.

i)Configure IPv4 and IPv6 static routing on routers.

3.«<ENTERPRISE NETWORKING, SECURITY, AND AUTOMATION»//80 QPEX
Me tnVv oAOKAAPWON TNG EVOTNTAG OL EKTTaLsevopevolL Ba elval og B€on va:

a) Configure single-area OSPFv2 in both point-to-point and multiaccess
networks.

b) Explain how to mitigate threats and enhance network security using access
control lists and security best practices.

c) Implement standard IPv4 ACLs to filter traffic and secure administrative
access.

o)) Configure NAT services on the edge router to provide IPv4 address
scalability.

e) Explain techniques to provide address scalability and secure remote
access for WANSs.

f)Explain how to optimize, monitor, and troubleshoot scalable network
architectures.

g) Explain how networking devices implement QoS.

h) Implement protocols to manage the network.

i)Explain how technologies such as virtualization, software defined networking,
and automation affect evolving networks.

w\_:\-\‘\‘rwv
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AOMH TOY EKMAIAEYTIKOY
MPOIrPAMMATOZ

4. «CYBER OPERATIONS ASSOCIATE»//72 QPEZ

Me tnv oAOKANPwWGON TNG evotnTag oL ekTtatdsuopevol Ba elval og BEaon
va:

a)Install virtual machines to create a safe environment for implementing
and analyzing cybersecurity threat events.

b)Explain the role of the Cybersecurity Operations Analyst in the
enterprise.

c)Explain the Windows Operating System features and characteristics
needed to support cybersecurity analyses.

d)Explain the features and characteristics of the Linux Operating System.
e)Analyze the operation of network protocols and services.

f)Explain the operation of the network infrastructure.

g)Classify the various types of network attacks.

h)Use network monitoring tools to identify attacks against network
protocols and services.

i)Explain how to prevent malicious access to computer networks, hosts,
and data.

j)Explain the impacts of cryptography on network security monitoring.
k)Explain how to investigate endpoint vulnerabilities and attacks.
l)Evaluate network security alerts.

m) Analyze network intrusion data to identify compromised hosts and
vulnerabilities.

n)Apply incident response models to manage network security incidents.

Navemeotiue
Makedoviag

.
MNAHEN ETHMIO
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A=IOAOIMHZH ZYMMETEXONTQN

OL ekmatdeuoOpevol yLa TNV amoktnon Ttou [llotomoLnTLKoU,
uttoBaAAovtal o€ agLoAdynon pe TECT KAL AOKNOELG.

Meta tnv emituxn afloAdynon TaApEXETAL OTOUG OCUMPMPETEXOVTEG
Miotomolntiko MapakoAouBnong tng Ekmaidevong amo to Kevrpo Ala
Bliou Mabnong tou Mavemiotnuiovu Makedoviag KaBwg KAl EKTTTWTILKO
KouTtovL (voucher 55%) yLa tTnv CUPPETOXN TOUG OTNV emionun €getaon
tng Cisco.

AIAAKTIKO NMPOzQIIKO

OL €LoNyNnTECG TOu TIPOypPAPUaATog elval PeEAN tou AldaktikoU kat Emiotnuovikou
MpoowrtitkoV (A.E.M.) tou Mavemotnuiou Makedoviag kat AAAwV Mavemiotnuiwv
KaBwg Kkat eEwteplkol oOuvVEPYATEG KATOXOL METATTUXLAKOU 1 SLEAKTOPLKOU
SUMAWPATOG e TIOAUXpoVN ePTELpia, aAAd Kat eEELELKELPEVN BEWPNTLKN YVWON OTO
OUYKEKPLPEVO AVTLKELUEVO.

OL ELONYNTEG TOU TIPOYPAPATOG Elvat :

e Emiotnuovika YmevBuvog Kabnyntng Iwavvng Maupiéng - Tunua
Epappoopevng MAnpowopikng, Mavemotipto Makedoviag

Exmatdeuteg/tpLeg tou Npoypappatog elval:

e HpakAng ZmupoyAou, EEwTePLKOG ZuvepydTng
e Tewpylog ZakeAAapiou-YTi. Atddaktopag, EEWTEPLKOG ZuvePYATNng

Mavemeotiuie
Makedoviag
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EKNTQTIKH
MOAITIKH

1) Opdadec eyypaywousevwy: Opiletal EKTwon
25% €Tl TWV SLEAKTPWVY O€ KABE EYypaAPOPEVO
HEAOG opadag tecoapwy (4) atopwyv kat avw. H
EKTITWON LOYUEL PE TNV TAUTOXPOVN EyypaAPN
TEOOAPWV ATOPWV Kat 8 cuvdualetal Pe
Kapla aAAn Ekmtwon.

2) Eg@amnag katafoAn): IoxUeL ekTtwon pe
e@amnag KataBoAr) Twv SLEAKTpwWV. EKTITWoN
5% €Tl TWV SLEAKTPWVY SLkatovvTal oL
gyypagopevol oL omoiot Ba kataBaiouv
£QATIAE Ta SL6AKTPA TIPOYPAPHATWY KOGTOUG
avw Twv 300€ pe katabeon o TPaTme(LKO
AoyapLacpo. H GUYKEKPLUEVN EKTITWON YLa TNV
£@ATIAE KataBoAr SLEAKTpWY PTopet va
OUVSUAOTEL PE pla POVO EKTITWON ATIO TLG
ETIOPEVEG ELSLKEG KATnyopLeC.

B) ELOLKEG KATNYOPLEG EKTTTWOEWV

OL TtapakdTw ELSLKEG Katnyopleg

ekTItwogwv AEN LoxUouv aBpoLotika.

1) ‘Ekmtwon 50% Tl Twv SLEAKTpWY
SkalolvTal oL eyypayoueVoL oL ottolot
gpyadovtal oto Mavemniotripylto Makedoviac.

2) 'Exmtwon 20% el Twv SLEAKTpWVY
Slkalouvtal oL yypagopevoL oL oTtolot elvatl
(POLTNTEG N amoyoLToL Tou MNavemiotnuiou
Makedoviag kat £XouvV OAOKANPWOEL KATIOLO

Mpoypapua oto K.E.ALBLM. Tou

Mavemiotnuiou Makedoviag oto mapeAbov.

3) 'EKTItwon 15% €1l Twv SL6AKTpWVY
Slkalolvtal oL eyypayopevoL oL ottoloL ivatl
(POLTNTEG N amooLtoL tou MNavemotnuiou
MakeSoviac.

4) 'EkTitwon 15% €1l twv SL6AKTpwv
Slkatouvtal oL eyypagopevol oL ottolot elvatl
(poLTNTEG N artoyottol tou K.E.ALBLM.

5) Ekmitwon 15% mi twv 8L8AKTpwv
SlkalolVTaL oL EyypayopeVoL oL ottoloL
avkouv otnv katnyopia AMEA r) TTOAUTEKVWV.
6) 'EKTItwon 10% €Tl Twv SLEAKTpWY
SLkaLouvTal oL yypagopeVoL oL oTtoloL elval
AvepyoL, UE TNV EMLSELEN TNG KAPTAC avepylag

o€ LoyO.

MPOKELPEVOU VA TEKUNPLWVETAL N LOXUG TWV
ETIAEYHEVWV OTN POPHA EYYPAPNG EKTITWOEWV,
0/n EKTIALEEUOPEVOG/N OWPEIAEL VA ATTOOTEAAEL
OTO TPNHA SLOLKNTLKNAG UTIOOTHPLENG EyKalpa
KOL OTO TIPWTOTUTIO | O ETILKUPWHEVO
avTlypayo Ta OXETIKA SLKALOAOYNTLKA, TIPLV TNV
gvap&n tou emAexBevtog MNpoypdppatog. X€
TIEPLTITWON PN £yKALPNG ATIOCTOANG I KN
emBeBalwong tng eykupodTNTAG TWV
UTIoANBEVTWVY StkatoAoyntikwy, To K.E.ALBLM.
dlatnpel to Sikatwpa tng avakAnong tng
xopnynBeloag ékmtwong Kabwg kat va
ATIALTAOEL TNV OTIOLA TIPOKUTITOUCA X PNHUATLK
SLaopd.

To K.E.AL.BL.M. tou MNavemotnuiou Makedoviag
dlatnpel to Sikalwpa va petaBariel ta
TIOCOOTA TWV EKTITWOEWV KAL AOLTIWV
TIPOCPOPWV ETIL TWV APX LKWV TLHWV TWV
SLEAKTPWY, KaB’ OAN TN SLAPKELA TOU TPEXOVTOC
KUkAou Zmoudwv xwplg ponyoupevn
gLdottotnon. OL 0TtoLeEG aAAAYEG SV aopouV

TOUG/TLG N8N EYYEYPAPUEVOUG/EG.




AITHZEIZ - AIKAIOAOIHTIKA
KO2TOz2

To KOOTOG TOU TIpoYypPAPpaTOg avepxetal o 350€ e TtpokataBoAr) 250€ pe TNV eyypagr) Kat pia
doon.

La TN CUPPETOXN OE KATIOLO TIPOYPAKA artatteltal N 0OAOKANPWON TWV TIAPAKATW TPLWV
Bnuatwv.

BHMA 10 - YItoBoAr attnong eyypagng
ALTNOELG ZUPPETOXNG UTTOBAAOVTAL NAEKTPOVLKA PECA ATIO TNV LOTOCEALSA pag
(kedivim.uom.gr) rj auTOTIPOCWTIWG OTO Ypaweio tou KEAIBIM

BHMA 20 - YToBoAr amaltoUPeVWY SLKALOAOYNTIKWY
YTIOB0AN TwV TTAPAKATW SIKALOAOYNTIKWY KATd TEpimTwon.

1. AmAn pwtotuttia Mtuyiouv A.EL /T.E.L / LE.K. j AtoAutnplou Aukeiou kat avtiotolya yla
TOoUuG oltnteg BeBalwon Zroudwv amo tn MNpappateia tou TUAPATOG TTIOU OLTOUV.

2. AN pwtotutia tautétnTag,

3. [Mpwtotuto r) o€ (ETMKUPWPEVO) AVTLYpaPO TA OXETLKA SLKALOAOYNTLKA TTIOU EUTILTITOUV
OTNV EKTTTWTLKI TIOALTLKT).

‘O\a ta apandvw SLKALOAOYNTLKA UTIOpOoUV Va arooTAAOUV:

HAektpovikd (okavaplopeva apxeia) otnv nAektpovikr StevBuvon kedivim@uom.edu.gr

BHMA 30 - KataBoAr SL8AKTpwV (UTIAPXEL OXETLKI NAEKTPOVLKI EVNUEPWON PETA TNV altnon)

Mavemotipie
Maxkedoviag
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